Dell SonicWALL architecture

The Dell SonicWALL TZ 205 and TZ 215
featura dual-core Cavium CPUs, which
process parallel data streams
simultaneously, iIncreasing ovearall
protection and performance. Dual-core
technology offers superior parformance,
scalability, and enargy efficizncy when
comparad with natwork security
platforms basaed on general-purposea
procassors with separate sacurity
CO-processors, of Application-Spacific
Integrated Circuits (ASIC), which can't
kezp up with 2volving complax attacks in
r2al time from both inside and outsida
tha network parimater. The advanced

high performance dual-core architecture
makeas tha TZ Serizs tha fastest solution in
ts class, with parformance laveals of up to
500 Mbps of stateful throughput, 110
Mbps deeap packet inspection throughput
and 130 Mbps 3DES or AES VPN
throughput.
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SonicOS software

Dell sonicWaLLs patented™ Reassemibly-
Free Deep Packet Inspaction® (RFDPI
technology enables simultanaous,
multi-threat and application scanning
and analysis of unlimitad files sizes and
connections at extremely high speaads.
This single code base is at the cora of
ayvery Dell SonicWaLL firewall, from the
12105 to the Dell SonicWALL
superMassive E10800 SuperMassive
E10800 with sonicO5 1s the highast
overall protection Next-Geanaration

Firewall to 2arn the N5 Labs
Recommeand rating. RFDPL s tightly
intagratad into the firewall platform,
streamlining managemeant of granular
firawall policias, directly via the firawall
intarface orvia the Dell SonicWalL
Global Management System,
Organizations can choose from an antire
line of proven Dell sonicWaALL firewalls
with SonicOs, which massiely scale to
meet the naads of the highast
parformances networks.
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Firewall overview
Stateful Packet Inspection Firewall throughput 200 Mbps OO Mbps EOD Mbps
|IPS throughput 60 Mbps 20 Mbps 110 Mbps
LAY throughput 40 Mbps &0 Mbps A0 Mbps
WERMN throughput AB Mbps 100 Mbps 110 Mbps
Full DRI (LT A) 25 Mbps 40 Mbps 60 Mbps
tMaximum UTM/DP| connections &2, 000 12000 32000
Unlimited file size protection & @ &
Hardware
Dual core processor @ &
Gigabit ethernet & &
202 11n support & @ &
Dual band 802.11 a/bfa/n support & &
Security services
Intrusion protection® & & &
Gateway Anti-Virus, Anti-Spyware and Cloud AV# & & &
_ontent and UKL Filtering (CFS)* & @& &
Enforced Client Anti-Virus and Anti-Spyware® & @ &
Application Intelligence and Control® &
whvgilable with subscription service
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